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ABSTRACT
Search has come to dominate the way we manage infor-
mation, so it is useful to make new forms of information
amenable to retrieval. Our interaction with our desktop takes
place through applications’ user interfaces, which convey
large amounts of information to us through text. Much of
this text is a crucial part of our tasks, often displaying the
contents of files, emails, and web pages with which we inter-
act. By recording and indexing it, we can transform desktop
activity into a useful, persistent, and retrievable form.

The Passages system uses this text to build a rich represen-
tation of the user’s interaction history with their desktop and
associate this history with their document and information
workspace. As time is an important attribute in users’ re-
call of their personal information, this association introduces
novel possibilities for information retrieval.
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INTRODUCTION
The typical user interacts with their desktop primarily through
applications’ graphical user interfaces, through which large
amounts of textual data are presented to the user. This text
can be captured and cheaply stored, making it amenable to
indexing and retrieval. Conceptually, this means all the text
with which a user interacts is persistent and can be recalled.

The text made visible through the UI — which I will refer
to as the text stream — offers unique advantages to infor-
mation management and retrieval. For one, the text stream
contains rich temporal information about its use, as it can
be known when a given text-bearing window is focused and
when it loses focus [7]. This allows it to determined, for ex-
ample, the duration over which a given sequence of text (e.g.,
a paragraph) was visible to the user.

Since applications often display the contents of files (e.g.,
a PDF), the text stream is partially composed of those files’
text, allowing the user’s personal files to inherit this temporal
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information. For example, we could determine exactly when
and for how long a given file or file portion has been read
by the user, enabling queries such as “what times this week
did I work on this section of the draft?” This granularity of
access information is unavailable to traditional operating sys-
tems, which, due to the decoupling between applications and
the filesystem, can only coarsely approximate this informa-
tion [7, 8].

Much of the text displayed in the UI does not come from tra-
ditional file sources, and hence is not recallable through typ-
ical search systems. For example, within the web are many
dynamic pages containing rapidly updating information (e.g.,
news aggregators) whose form is too fluid for traditional in-
dexing (e.g., through a history log). A user trying to recall
information from one of these pages may access their history
log only to find the information has since changed. Hence,
the text stream may be able to address information needs that
desktop search tools cannot by retrieving information that
has either changed since it was viewed or never existed in
the user’s filesystem.

Despite these opportunities, there are a number of important
challenges in effectively indexing and making sense of the
user’s interaction with UI text, for which I designed the Pas-
sages system. Passages captures the user’s text stream and
transforms it into a rich, granular, information-interaction
history. Since interaction history is an attribute that users
often employ in conceptually recalling documents, support-
ing it can improve information management and retrieval [2,
3, 6, 10]. For example, Passages is designed to answer ques-
tions like, “which of these conference papers have I not yet
read”, “which documents did I read when writing this liter-
ature review section”, “what files was I working on before I
committed this code”, and “which documents did I spend the
most time on last month?”

PASSAGES
Passages is not a complete information management system,
but rather a framework which traces the user’s activity, ana-
lyzes and indexes that activity, and exposes temporal infor-
mation about this activity to other applications (e.g., a file
browser or search tool). Passages supports two main retrieval
modes: artifact and temporal. Artifact retrieval answers re-
quests for the temporal history of a unit of information. An
example query would be, “when was the last time I read this
document, and for how long did I read it?” Temporal retrieval
takes a date range and returns a listing of information objects



(e.g., files) which experienced some activity within this pe-
riod. An example temporal query would be, “what files did I
work on this morning?” Complex queries can be formed by
combining these modes. For example, one may wish to deter-
mine which papers they have downloaded in the last month
(temporal) which were skimmed but not completed, where
“skimmed” could be defined as having been read for under 5
minutes or having not been read in its entirety (artifact).

Passages comprises two subsystems. The tracing system in-
corporates two system event streams to identify and index the
user’s activity. The retrieval system allows high level queries
about activity using this index of information.

Tracing
The tracing system records event streams from two system
sources: the user interface (GUI) and the filesystem. Tracing
user behavior at the UI layer involves recording focus events,
which occur when an application window gains focus. This
typically occurs when the user activates a new window by
clicking within its visible region, or by minimizing a pre-
viously active window. The text contents of the window —
which I will refer to as a snippet — are acquired and added to
a persistent queue. This snippet is tagged with information
about the focus event, such as the time at which the event
occurred and the owning application. If some small dura-
tion transpires with no new focus event, the tracing system
acquires a new snippet; this handles cases where a given ap-
plication window gains new content (e.g., a browser surfing
to a new web page). Note that duration is implicit in the snip-
pet stream; the duration over which a text snippet was visible
is the difference between time stamps of that snippet and its
subsequent snippet.

Filesystem tracing involves recording operating system file
calls, such as read and write, including the file names on
which these calls occur, the calling application, and the time
at which they occur.

The tracing system is purposefully low-level in order to avoid
application specific design, which would require retrofitting
countless applications to be time aware. As a consequence
of this design decision, the text stream is undifferentiated, re-
dundant, and difficult to reason about. Consider the problem
of implementing artifact and temporal retrieval modes with
this stream. To determine for how long a given file F was
active, we would first have to search for all snippets sharing
some content overlap with F (using a diff based compari-
son), then tally the timing information for each of those snip-
pets. To determine which files experienced activity during
time range T , we would have to find all snippets created dur-
ing the range, then search the entirety of the user’s filesystem
for files which shared content overlap with any of the snip-
pets. Clearly, neither of these approaches is tractable for user
activity, which is a permanently growing dataset.

Conceptually, making sense of the text stream is like a com-
puter vision problem: given a raw stream, the task is to
identify persistent objects (e.g., paragraphs or document por-
tions) within their surroundings (e.g., peripheral text, such
as advertisements on a web page) in different orientations
(e.g., a snippet may only display a portion of the object).

Our approach is to break the snippets into small, atomic text
units, which each feature a unique identifier based on their
contents. I accomplish this through landmark chunking, a
process which breaks a sequence of text into smaller subse-
quences, or chunks [4]. Using parameters D and r, where
r < D, a fixed width sliding window of width W is run
across the file contents, character by character. At every posi-
tion k, an efficient fingerprint algorithm is applied to the con-
tents of the window to achieve a value Fk. If Fk mod D = r,
position k represents a chunk boundary.

A unique and important effect of landmark chunking is that
the boundaries it creates are based on the local contents of
text rather than a fixed width. In a fixed width approach,
inserting a single byte into the contents will affect the chunk
boundaries of all subsequent text. With landmark chunking,
the chunk boundaries identified for a given subsequence of
text are resistant to changes in the surrounding text; with high
probability, an edit to a set of text will only affect the chunk
boundary which follows the edit (although often it is the case
that edits do not occur within the fingerprint window).

At the point in which a snippet is created, Passages breaks
the contents of each snippet into chunks, whose contents are
individually processed with the MD5 hash function to at-
tribute a unique, small (128 bits) identifier to them. Con-
ceptually, this allows for a transformation in representing a
snippet from a continuous sequence of text to a set of hash
values1. The chunks derived from a snippet inherit the timing
information from the snippet, creating a small set of 3-tuples
of the form (H,S, E), where H is the hash value, and S and
E are the points at which the hash gained and lost visibility,
respectively.

The filesystem and file event stream are treated as follows.
Initially, all of the user’s files are chunked and hashed2. When
events that modify the file’s contents are observed (e.g., write),
or when a new file is created, the file is marked as “dirty” and
queued to be reprocessed. This process generates 4-tuples
of the form (H,F, S,E), where H is the hash value of the
chunk, F is the path name of the containing file, S is the
point at which the hash first appeared within the file, and E
is the time at which (if ever) the hash is no longer present
within the file.

Retrieval
The tuples defined in the previous section are entered into
two tables — visibility table V and file table F — within a
relational database. For a given hash, it is possible to identify
times in which it was active in the user interface (e.g., where
the user read it) through the V table, as well as when and
where it appears in the file system (e.g., the file(s) containing
it) through the F table. By combining the information within
these tables, it is simple to uncover the provenance, lineage,
and activity of a chunk of text as it exists within both layers.

This becomes useful when synthesizing information from
multiple related chunks. For artifact queries, where activ-

1This form is useful in tasks such as efficiently approximating document
content similarity, typically called document fingerprinting.
2Some application-specific plugins (e.g., PDF) are used to maximize cover-
age



ity of a file is identified, Passages first identifies the chunks
pertaining to that file in F , looks up the individual activity
histories of each chunk in V , then combines and summarizes
these histories. Note that because chunks are granular, this
information reveals more than when a file was read: it can
reveal activity information about individual parts of the file.

To implement temporal queries, where the file activity which
occurred within a given time range is identified, Passages
queries V for all chunks which experienced activity within
the time range, and then queries F for all files which contain
a large number of those chunks. Because date ranges are ar-
bitrary, temporal queries scale from short (e.g., seconds) to
large (e.g., months) durations.

Information on chunks is independent of whether these chunks
actually manifest in the user’s filesystem. This is especially
important as emerging forms of document activity — such as
those enabled through web based productivity tools — by-
pass local storage and retain all documents on “the cloud”.
For example, Passages traces and maintains activity on web-
based email or documents even though they never exist on
the user’s filesystem; since all UI information is distilled to
chunks, the source does not matter3.

ADVANTAGES OF LANDMARK CHUNKING
Although chunks contain content, their function is not to di-
rectly satisfy content queries but rather to be granular objects
which can bear activity within the UI and can have locations
within the filesystem. Here I justify their use by relating the
theoretical properties of landmark chunking to the system ob-
jectives.

Detection in the UI
Given snippet Ti containing — in part — texti which it-
self generates chunk set C of which chunk Ci is a part, it is
highly likely that occurrences of texti in other snippets will
still yield chunk Ci when processed with landmark chunking.
The significance of this lies within the chaotic relationship
between a document and the way in which its contents are
displayed through the application. For example, at two dif-
ferent times, the user scrolls to overlapping positions Pn and
Pn+1 of a document displayed by their application, generat-
ing snippets Sn and Sn+1. If these snippets were chunked
using a fixed width window, the chunks produced by the two
snippets would likely have no set overlap despite the content
overlap of the snippets. However, with landmark chunking,
the set of chunks pertaining to the portion of Pn and Pn+1

that overlap will be largely the same between the snippets’
respective chunk sets.

Another example is when a document is presented to the user
alongside surrounding textual noise. For example, when a
user opens a web-based mail through the browser, typically
the text contents displayed include information that is pe-
ripheral to the email, such as advertisements, banners, and
menus. Because landmark chunking creates boundaries us-
ing local contents, most of the chunks (typically, all but the
first) of the email will not be affected by this peripheral text.

3This could be combined with our previous work to enable the retrieval of
non-file information [7].

Hence, even in subsequent viewings, where the advertise-
ments are different, or if the viewing is through a local mail
client without any peripheral text at all, the chunks pertaining
to the email itself will remain the same.

The importance of this property is that whenever a set of text
(e.g., a paragraph) is viewed in the UI, the chunks it pro-
duces will be largely the same as all previous viewings of
that text. Hence, activity upon that text will nearly always be
measurable whenever it is viewed, providing reliability and
comprehensiveness to this approach.

Detection in the Filesystem
Revisiting the overlap problem described above, imagine that
instead of comparing two overlapping snippets, we compare
a snippet containing a portion of a given file (i.e., scrolled
to an arbitrary position) to the contents of the file itself. As
in the previous example, the chunks pertaining to the over-
lapping region will be largely the same between snippet and
file. Hence, if a given chunk exists in a file, it is likely that
whenever the portion of that file containing the chunk is dis-
played in the UI, the chunk will be detected. This unifies
information between the UI and filesystem spaces.

RELATED WORK AND REMAINING PROBLEMS
Many modern systems and applications have rudimentary
support for time, although it is typically limited to quali-
ties such as the document’s creation or most recent edit date.
These qualities coarsely approximate documents’ usage, of-
ten to the extent of conveying a misleading representation of
the user’s true interaction with them.

For example, web browsers tend to maintain history logs
which contain browsable records of the pages users previ-
ously accessed, as well as the times of access. Consider the
case where the user undertakes a web search on HCI con-
ferences, first visiting site A, which the user determines to be
unhelpful, then visiting sites B and C. After determining C to
be unhelpful too, the user goes back in their browser history
to B, which they read for the next 20 minutes. As they read it,
they occasionally refer to another browser tab displaying site
E, a sports site displaying live results, which the user opened
previously to the web search. Since the browser’s history
record is based on access time — or the time in which the
page is originally loaded — the timeline it conveys does not
faithfully represent the user’s true interaction with the web
pages. Namely, site E will appear first even though it was
used concurrently with site B, and C will appear after B even
though the user spent the majority of their time on B after
visiting C. Further, each item will have equal representation
within the history, even though some sites were used heavily
while others were only glanced at.

In operating systems’ filesystems, the interaction information
for a document is typically limited to creation date and last
edit (with application cooperation, last opening time can be
recorded). This limitation is fundamentally a consequence
of the decoupling between applications — through which
user-document interaction occurs — and the filesystem —
where this interaction ultimately manifests. Tracing events
which occur on files through the filesystem is one approach
to capturing file interaction history, though, as our previous



research shows, limiting observation of activity to the filesys-
tem alone is problematic both in terms of signal and noise [8].
With respect to signal, much activity is not recorded; for ex-
ample, when a user opens a PDF file through an application,
that application may read the file to memory and not access
it again, even though the user still interacts with the PDF
through the application. Noise appears when background
tasks, such as virus scanners, generate file activity which is
mistakenly attributed to the user.

These examples serve to detail instances of a broader chal-
lenge in tracing document activity; much of the problem is
due to the limited perspective of a file-based approach, where
only access or creation events can be detected and other in-
formation is obscured. This approach is prevalent in tem-
poral systems, from email, to filesystems, to the web. The
user interface offers a strong advantage over the file based
approach adopted by the previous examples, since it is — by
definition — more tightly coupled with the user’s actions and
hence more informative about their activity. In the problem
examples, this limitation is removed by following activity in
the UI. For example, in the browser case, identifying which
page the user actually looks at is more informative than the
times in which those pages are first accessed by the browser
(the file example is illustrated in [8]). However, linking the
UI to file activity is not trivial; Passages provides a novel way
to establish this link.

Some research systems have adopted novel approaches to
supporting time-based file interaction. The LifeStreams sys-
tem described by Fertig et al. replaces the traditional filesys-
tem of hierarchies with a filesystem represented entirely by a
stream of documents ordered by creation or access time [5].
Unlike Passages, LifeStreams is a dramatic overhaul of the
current desktop paradigm rather than an adaptation of exist-
ing systems to better support time.

Edit Wear/Read Wear, described by Hill et al. is a text edi-
tor instrumented to capture and display the degree of reading
and editing that individually occurs upon each line within
a file [9]. Rekimoto’s Time-Machine Computing augments
the user’s filesystem with a temporal visualization, using in-
formation gleaned through a limited form of activity tracing
(e.g., application hooks to ascertain certain forms of file ac-
tivity) [12]. These systems reflect the range that Passages
was designed to support, from the sub-document granularity
of Edit Wear/Read Wear to the entire workspace of Time-
Machine-Computing. Both of these systems could either be
implemented using or improved by the rich information cap-
tured and exposed by Passages.

The MyLifeBits project aims to support lifetime personal in-
formation stores by retaining and managing as much of the
user’s personal information as possible [1]. Several systems
reveal task-oriented file relationships among files by tracing
their times of access and identifying temporal commonali-
ties [7, 8, 11, 13]. These systems would benefit from Pas-
sages’s refined file activity information.

Desktop search tools like Google Desktop or Apple’s Spot-
light enable users to recall documents through content-based
queries. These tools can be enhanced using Passages to more

highly rank files that are more active or whose portions match-
ing the query are more active, or prune results of files never
used. Additionally, Passages could return retrieve informa-
tion from the text stream itself, in cases where the user is
trying to recall something they saw rather than something
existing in one of their files.

CONCLUDING REMARKS
By recording and indexing the user’s interaction with text
within the UI, Passages offers novel ways to support granu-
lar, temporal queries upon the user’s information space which
can enable new, useful forms of information retrieval.
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